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Summary

This is a quick list of the Policy Objects set by default for the System, Administrator and
User accounts on Wyse XPe and WESO09 devices. These are policies that have been
applied manually through direct edit of the Windows Registry and will NOT show as
configured when viewing policies locally in the Group Policy Editor.

Audience

1% Level Support, Systems Engineering Group, and Customers
Affected Products

All XPe and WESQ09 Wyse devices

Requirements/lssues

Due to the evolving nature of these builds over time and differences in hardware, not all
of these policies will be in effect in every single Wyse XPe/WESQ9 build. It is also
possible that settings for these policies will vary from this doc by build or hardware
platform.

Procedure/Solution
SYSTEM POLICIES

NOTE: System policies affect all accounts equally. System policies should be used
when both accounts need to be restricted from a particular item or action. The registry
keys that control these policies are found in the HKEY LOCAL MACHINE hive.

The following are excerpts from the XPe registry that detail the system policies that are
in effect by default.

[HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\
Control Panel\don't load]

"speech.cpl"=""
This key restricts what Control Panel applets are loaded; in this case the speech
options applet will not be loaded. No data is necessary; if the value corresponding
to the applet is present the applet is not loaded.

[HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\
Policies\Explorer]

"NoDesktopCleanupWizard"=dword:00000001
Disables the Desktop Cleanup Wizard that pops up when unit is running low on
drive space.

"NoLowDiskSpaceChecks"=dword:00000001

Disables the Low Disk Space warning.
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[HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\
Policies\NonEnum]
“{ODF44EAA-FF21-4412-828E-260A8728E7F1}"=dword:00000020

Prevents Taskbar and Start Menu Properties from being displayed.

“{450D8FBA-AD25-11D0-98A8-0800361B1103}"’=dword:00000001
Remove My Documents icon on the desktop.

{645FF040-5081-101B-9F08-00AA002F954E}"=dword:00000001

Remove Recycle Bin icon on the desktop.

‘{6DFD7C5C-2451-11d3-A299-00C04F8EF6AF}"=dword:40000021

Remove Folder Options icon in User Control Panel.

"{BDEADF00-C265-11D0-BCED-00A0C90AB50F}"=dword:00000001

Prevents Web Folders from being displayed.

[HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\
Policies\system]
"dontdisplaylastusername"=dword:00000001

Clears the name of the last user to login from the login window.
"legalnoticecaption"=""

Title for logon message.
"legalnoticetext"=""

Displays a logon message for all users logging into the system.
"shutdownwithoutlogon"=dword:00000001

Allows the shutdown of the unit without being logged in.

"undockwithoutlogon"=dword:00000001
Allows the undocking of the unit without being logged in.

ADMINISTRATOR'’S POLICIES

Note: Policies in the HKEY CURRENT_USER hive only affect the user that is currently
logged in.

The following are excerpts from the XPe registry that detail the user specific policies that
are in effect for the Administrator by default.

[HKEY CURRENT _USER\SOFTWARE\Microsoft\Windows\CurrentVersion\
Policies\Explorer]

"ClearRecentDocsonExit"=dword:00000001
Clears items in the Recent Documents folder.

"ConfirmFileDelete"=dword:00000001
Pops up confirmation box before deleting files.

"LockTaskbar"=dword:00000000
Prevents changes to the Taskbar.
"NoDrive TypeAutoRun"=dword:00000091
Disables autorun on selected drives.
"NoLowDiskSpacechecks"=dword:00000001

Prevents low disk space error messages.
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"NoRecentDocsMenu"=dword:00000001
Removes the Recent Documents from the Start Menu.

"NoSimpleStartMenu"=dword:00000000
Prevents the use of the Simple Start Menu.

"NoSmHelp"=dword:00000001

Removes Help from the Start Menu.

"NoSMMyDocs"=dword:00000001
Removes My Documents from the Start Menu.

"NoWindowsUpdate"=dword:00000001

Disables the Windows Update feature.

[HKEY CURRENT_ USER\Software\Microsoft\Windows\CurrentVersion\Policies\
NonEnum]
"{D6277990-4C6A-11CF-8D87-00AA0060F5BF}"=dword:00000001

Removes Scheduled Tasks from Control Panel.

USER’S POLICIES

Note: Policies in the HKEY_CURRENT_USER hive only affect the user that is currently
logged in.

The following are excerpts from the XPe registry that detail the user specific policies that
are in effect for the Administrator by default.

[HKEY CURRENT_USER\Control Panel\don't load]
"aeiwlcfg.cpl"="Yes"

Disables the loading of the Custom Fields applet.
"appwiz.cpl"="Yes"

Disables the loading of the Add/Remove Programs applet.
"customfields.cpl"="Yes"

Disables the loading of the Custom Fields applet.
"DVVRCPL.cpl"="Yes"

Disables the loading of the Dual Video applet.
"firewall.cpl"="Yes"

Disables the loading of the Windows Firewall applet.
"FTP_Addon.cpl"="Yes"

Disables the loading of the Wyse FTP Addon applet.
"hagentprop.cpl"="Yes"

Disables the loading of the HAgent Properties applet.
"hdwwiz.cpl"="Yes"

Disables the loading of the Add Hardware applet.
"jpicpl32.cpl"="Yes"

Disables the loading of the Java applet.
"mmsys.cpl"="Yes"

Disables the loading of the Multi-Media applet.
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"ncpa.cpl"="No"

Will disable the loading of the Network Connections applet if set to “Yes”
"nusrmgr.cpl"="Yes"

Disables the loading of the User Accounts Manager applet.
"powercfg.cpl"="Yes"

Disables the loading of the Power Options applet.
"ramdisk.cpl"="Yes"

Disables the loading of the Ram Disk applet.
"sysdm.cpl"="Yes"

Disables the loading of the System applet.
"telephon.cpl"="Yes"

Disables the loading of the Location Information applet for modems and phones.
"Winlog.cpl"="Yes"

Disables the loading of the Winlog applet.
"wscui.cpl"="Yes"

Disables the loading of the Windows Security Center applet.
"wuaucpl.cpl"="Yes"

Disables the loading of the Windows Automatic Updates applet.

[HKEY CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\
Policies\Explorer]
"ClearRecentDocsOnExit"=dword:00000001

Clears items in the Recent Documents folder.
"ConfirmFileDelete"=dword:00000001

Clears items in the Recent Documents folder.
"LockTaskbar"=dword:00000001

Prevents the relocation of the Taskbar.
"NoChangeStartMenu"=dword:00000001

Prevents the modification of the Start Menu.
"NoDrives"=dword:01fffff6

Hides the selected drive(s) in Explorer. Currently every drive but A,D, and Z are

hidden.

"NoDrive TypeAutoRun"=dword:00000091

Disables autorun on selected drives.
"NoEWFGUI"=dword:00000001

Disables EWF GUI for User.
"NoFBWFGUI"=dword:00000001

Disables FBWF GUI for User.
"NoFind"=dword:00000001

Removes the Search option from the Start Menu.
"NoFolderOptions"=dword:00000001

Removes the Folder Options applet from the Control Panel.
"NoHardwareTab"=dword:00000001

Removes the hardware tab from applicable items in the Control Panel and from the
local drive properties.

"NoLogoff"=dword:00000000

Disables the standard logoff function.
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"NoLowDiskSpaceChecks"=dword:00000001

Prevents low disk space error messages.
"NoNetConnectDisconnect"=dword:00000001

Removes Drive Mapping options.
"NoNetworkConnections"=dword:00000001

Removes Network Connections from the Settings Menu.
"NoPropertiesMyComputer"=dword:00000001

Remove the properties option from My Computer and hides the "System

Properties" screen.
"NoRecentDocsMenu"=dword:00000001

Removes the Recent Documents from the Start Menu.
"NoRun"=dword:00000001

Removes the Run option from the Start Menu.
"NoSaveSettings"=dword:00000000

Locks desktop icons.
"NoSetTaskbar"=dword:00000001

Removes the Taskbar and Start Menu applet from the Control Panel. Also,

removes the properties item from the Start Menu context menu.
"NoSimpleStartMenu"=dword:00000000

Forces the use of the Windows Classic Start Menu.
"NoSMHelp"=dword:00000001

Removes Help from the Start Menu.
"NoSMMyDocs"=dword:00000001

Removes My Documents from the Start Menu.
"NoSMMyPictures"=dword:00000001

Removes My Pictures from the Documents folder on the Start Menu.
"NoTrayContextMenu"=dword:00000001

Disables right click on the taskbar, start button, clock, or taskbar.
"NoTrayltemsDisplay"=dword:00000000

Prevents icons from appearing in the Systray.
"NoViewContextMenu"=dword:00000001

Disables the right mouse click on the desktop.
"NoViewOnDrive"=dword:00000004

Prevents users from using My Computer or Explorer to access the content of

selected drives.
"NoWindowsUpdate"=dword:00000001

Disables the Windows Update feature.
"NoWinKeys"=dword:00000001

Disables the Windows key.

[HKEY CURRENT _USER\SOFTWARE\Microsoft\Windows\CurrentVersion\
Policies\System]
"DisableChangePassword"=dword:00000001

Disables the Change Password option on the Windows Security screen.
"DisableLockWorkstation"=dword:00000001
Disables the Lock Workstation option on the Windows Security screen.

"DisableTaskMgr'=dword:00000001

Disables the Task Manager option on the Windows Security screen.
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[HKEY CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\
Policies\WindowsUpdate]

"DisableWindowsUpdateAccess"=dword:00000001
Disables access to the Windows Update feature.

[HKEY CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\
Policies\NonEnum]

“{208D2C60-3AEA-1069-A2D7-08002B30309D}"=dword:00000001
Hides “My Network Places”.

“{20D04FEO-3AEA-1069-A2D8-08002B30309D}"=dword:00000001
Hides “My Computer”.

“{450D8FBA-AD25-11D0-98A8-0800361B1103}"=dword:00000001
Hides “My Documents”.

‘{6DFD7C5C-2451-11d3-A299-00C04F8EFG6AF}"=dword:00000001

Hides “Folder Options” in Control Panel.

{D20EA4E1-3957-11d2-A40B-0C5020524152}"=dword:00000001

Hides Fonts folder in Control Panel.

“{D20EA4E1-3957-11d2-A40B-0C5020524153}"=dword:00000001
Hides Administrative Tools in Control Panel.

"{D6277990-4C6A-11CF-8D87-00AA0060F5BF}"=dword:00000001

Removes Scheduled Tasks from Control Panel.

ADDITIONAL REFERENCE MATERIALS
Microsoft Q Article Q292504

JSI Inc. - http://www.jsiinc.com/reghack.htm
Winguides.com - http://www.winguides.com/
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Limitation of Liability

IN NO EVENT SHALL MANUFACTURER, MANUFACTURER'S SUPPLIERS, ANY THIRD-
PARTY PRODUCER, OR ANY OTHER PARTY THAT HAS BEEN INVOLVED IN THE
CREATION, PRODUCTION, OR DELIVERY OF THE DOCUMENT BE LIABLE FOR ANY
DIRECT, CONSEQUENTIAL, INCIDENTAL, INDIRECT, OR SPECIAL DAMAGES,
INCLUDING WITHOUT LIMITATION LOST PROFITS OR LOSSES RESULTING FROM
BUSINESS INTERRUPTION OR LOSS OF DATA, REGARDLESS OF THE FORM OF
ACTION OR LEGAL THEORY UNDER WHICH THE LIABILITY MAY BE ASSERTED, EVEN
IF ADVISED OF THE POSSIBILITY OR LIKELIHOOD OF SUCH DAMAGES.

THIS DOCUMENT IS PROVIDED "AS IS" WITH NO WARRANTIES WHATSOEVER,
INCLUDING ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR ANY PARTICULAR
PURPOSE, OR ANY WARRANTY OTHERWISE ARISING OUT OF ANY PROPOSAL,
SPECIFICATION OR SAMPLE. MANUFACTURER DOES NOT WARRANT THAT THE
INFORMATION CONTAINED IN THE DOCUMENT OR ANY SOFTWARE REFERRED
THEREIN WILL MEET YOUR REQUIREMENTS OR THAT THE OPERATION WILL BE
UNINTERRUPTED OR ERROR FREE. SOME JURISDICTIONS DO NOT ALLOW THE
LIMITATION OR EXCLUSION OF LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL
DAMAGES, SO THE ABOVE LIMITATION OR EXCLUSION MAY NOT APPLY TO YOU.

WYSE

If you have an technical enquiry please use the online knowledge portal at
http://www.wyse.com/serviceandsupport/support/askwyse.asp or contact the
numbers mentioned below.

Wyse Technology Inc. Wyse Sales: Or send email to:
3471 North First Street 800 GET WYSE sales@wyse.com
San Jose, CA 95134-1801 (800 438 9973)

International Sales: Visit our websites at: Wyse Customer
Australia 61 2 9319 3388 http://www.wyse.com.au Service Center:
France 33 1 39 44 63 85 http://www.wyse.fr 800 800 WYSE
Germany 49 89 460099 26 http://www.wyse.de (800 800 9973)
Taiwan 886 3 577 9261 http://www.wyse.com.tw

UK 44 118 982 8335 http://www.wyse.co.uk

United States 408 473 1200 http://www.wyse.com

© 2010 Wyse Technology Inc. All rights reserved. This material is copyrighted. You may not
reproduce, transmit, transcribe, store in a retrieval system, or translate into any language or
computer language, in any form or by any means, electronic, mechanical, magnetic, optical,
chemical, manual or otherwise, any part of this publication without express written permission.
Wyse, WY, and WyseWorks are registered trademarks, and the Wyse logo, Winterm logo, Wyse,
and Winterm are trademarks of Wyse Technology Inc. ICA is a registered trademark and MetaFrame
is a trademark of Citrix Systems Inc. Microsoft, Windows, and Windows NT are registered
trademarks of Microsoft Corporation. Other product names mentioned herein are for identification
purposes only and may be trademarks and/or registered trademarks of their respective companies.
09/04 880924-45 Rev. A
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